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A Bl LL
for
AN ACT TO PROVI DE FOR THE LEGAL RECOGNI TI ON OF ELECTRONI C
WRI TI NG ELECTRONI C CONTRACTS, ELECTRONI C SI GNATURES
AND ORI G NAL | NFORVATION IN ELECTRONI C FORM | N
RELATI ON TO COMVERCI AL AND OTHER TRANSACTI ONS AND
TO PROVI DE FOR THE FACI LI TATI ON OF ELECTRONI C
TRANSACTI ONS AND RELATED NMATTERS

PART |
PRELI M NARY
Short title 1. (1) This Act may be cited as the E-Commerce
Act, 2005.
(2) This Act shall conme into operation on

such day as the Mnister my, by notice
published in the Gazette, appoint.
I nterpretation 2. In this Act -

“addressee” in relation to an el ectronic
comuni cation, neans a person who is intended
by the originator to receive the electronic
communi cation, but does not include a person
acting as an internediary with respect to that
el ectroni ¢ comuni cati on;

“certificate” nmeans a data nessage or other
record confirmng the link between a signatory
and signature creation data;

“certification service provider” neans a person
that issues certificates and may provi de ot her
services related to el ectronic signatures;

“consunmer” nmeans an individual who obtains,
through a transaction, products or services
which are used primarily for personal, famly,
or househol d purposes;

“data controller” nmeans a person who, either
alone or jointly or in comobn wth other
persons, determ nes the purposes for which and
the manner in which any personal data is, or
is to be, processed;

“data processor” neans a person Wwho processes
personal data on behalf of a data controller
“e-commerce service provider” nmeans a person who

uses electronic neans in providing goods and

servi ces;
“electronic” neans relating to technology and
havi ng el ectrical, digital, magneti c,
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wireless, optical, electromagnetic or simlar
capabilities;

“electronic authentication” neans any procedure

ue

enpl oyed for the purpose of verifying that an
electronic comunication is that of the
originator and that it has not been altered
during transm ssion;

ectronic agent” nmeans a program or other
el ectronic or automated neans that is used
i ndependently to initiate or respond to
el ectronic conmunications or performances in

whole or in part wthout review by an
i ndi vi dual ;
“electronic conmmuni cati on” means i nformati on

which is communicated, processed, recorded,
di spl ayed, created, st or ed, gener at ed,
received or transmtted by el ectronic neans;

“electronic si gnat ure” means any letters,

characters, nunbers, sound, process or synbols
in electronic form attached to, or logically
associated with information that is used by a
signatory to indicate his intention to be
bound by the content of that information;

“host” means a person who provides a service that

consists of the storage in electronic form of
i nformati on provi ded by anot her person;

“Iinformati on” includes data, text, docunent s,

i mages, sounds, codes, conputer  prograns,
sof tware and dat abases;

“information processi ng systent nmeans an
el ectronic system for creating, generating,
sendi ng, receiving, recordi ng, storing,
di spl ayi ng, or ot herw se processi ng

i nformati on;

“internmediary” wth respect to an electronic

communi cati on, nmeans a person including a host
who on behalf of another person, sends,
receives or stores either tenporary or
permanently that electronic conmunication or
provides related services with respect to that
el ectroni ¢ comuni cati on;

“Mnister” nmeans the Mnister with responsibility

for El ectronic Comrerce;

“originator” in relation to an electronic

communi cation, nmeans a person by whom or on
whose behalf, the electronic conmmunication
purports to have been sent or generated prior
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to storage, if any, but does not include a
person acting as an internediary with respect
to that el ectronic conmunication;

“prescribed” neans prescribed by regulations
under section 31;

“public body” neans any Mnistry, agency, board,
commi ssion or other body of the Governnent and
includes an entity or body established by |aw,
or by arrangenent of the Governnent or a
M ni st er of the Governnent for a non-
commerci al public service purpose;

“record” nmeans information that 1is inscribed,
stored or otherwi se fixed on a tangi ble nedi um
or that is stored in an electronic, paper-
based or other nedium and is retrievable in
visible form

“security pr ocedure” nmeans a procedure,
established by law or agreenment or know ngly
adopted by each party, that is enployed for
the purpose of verifying that an electronic
signature, comunication or performance s
that of a particular person or for detecting
changes or errors in content of an electronic
communi cati on

“signatory” neans a person that holds signature
creation data and acts either on its own
behalf or on Dbehalf of the person it
represents;

"signature creation data" neans unique data,
i ncludi ng codes or private cryptographic keys,
or a uniquely configured physical device which
is used by the signatory in creating an
el ectroni c signature;

“signed” or “signature” includes any synbol
executed or adopted, or any nethodology or
procedure enployed or adopted, by a person
with the intention of authenticating a record,
i ncl udi ng el ectroni c nethods;

“transaction” means an action or set of actions
relating to the conduct of business, consuner,
or comercial affairs between two or nore
persons, including the sale, |ease, exchange,
licensing, or other disposition of personal
property, including goods and intangibles,
interest in real property, services, or any
conbi nati on of the foregoing.

Crown to be bound 3. (1) This Act binds the Crown.
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(2) Notwi thstanding subsection (1), nothing in
this Act obliges any public body to generate,
send, receive, store or otherw se process any
record by electronic neans, but the Mnister
may, by notice published in the Gazette,
indicate that a public body may receive and
process electronic communications relating to
such matters as may be specified in the

noti ce.

4. Part Il shall not apply to any rule of |aw
requiring witing or signatures for the
fol | ow ng-

a) the creation, execution, anendnent, variation
or revocation of -

(i) awll or testanentary instrunment; or
(1i) a trust;
(b) the <conveyance of real property or the

transfer of any interest in real property;

(c) court orders or notices, or official court
docunent s required to be execut ed in
connection wth court proceedings;

(d) enduring powers of attorney to the extent
that they concern the financial affairs or
personal care of an individual;

(e) all other deeds and docunents described in
section ? of the Registration of Records
Act?, not otherwise expressly provided for
under this subsection

5. (1) Nothing in this Act shall -

(a) require any person to use or accept
el ectronic communi cati ons, el ectronic
signatures, or electronic contracts; or

(b) prohibit any person engaging in a transaction
t hrough the use of electronic neans from -

(1) varying by agreenent any provision specified
in Parts Il, Il and VII (except Article 23)

(11) establishing reasonable requirenments about
t he manner in whi ch el ectronic
commruni cat i ons, el ectronic si gnat ures or
el ectronic forms of docunent s may be
accept ed.

(2) A transaction which has been conducted using
el ectronic neans shall not be denied |Iegal
effect, validity, or enforceability because
of the type or met hod  of el ectronic
communi cat i on, el ectronic signature or
electronic authentication selected by the
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parties.
Consumer consent 6. Notw thstanding section 7, if a statutory or
to electronic | egal requirenment exists for a record to be
communi cat i ons provided in witing to a consuner, such

requirenent for witing shall be satisfied by
an el ectroni c conmuni cation only if -

(a) the consumer has expressly consented to such
use and has not w thdrawn his consent; and

(b) prior to consenting, the consumer is provided
with a clear and conspicuous statenent
inform ng the consuner -

(1) about the right to have the record provided
in non-electric form

(1i) about the right to withdraw consent to have
the record provided in electronic form and of
any conditions, consequences or fees in the
event of such w thdrawal ;

(ti1) whether the consent applies only to the
particul ar transaction which gave rise to the
obligation to provide the record, or to
identified categories of records that may be
provided during the course of the parties’
rel ati onshi p;

(tv) of the hardware and software requirenments
for access to, and retention of, the rel evant
el ectroni c record;

(v) of the procedures for wthdrawal of consent
and to update information needed to contact
t he consuner electronically; and

(vi) of the procedures, after consent has been
given, for obtaining a paper copy of the
electronic record and any fee to be charged
in connection therewth.

PART 11
LEGAL REQUI REMENTS RESPECTI NG ELECTRONI C RECORDS

Legal recognition 7. An electronic communication shall not be denied

of electronic | egal effect, validity, admssibility or

communi cat i ons enforceability solely on the ground that it is
(a) in electronic form or

(b) not contained in the electronic conmunication

purporting to give rise to such legal effect,

but is referred to in that el ectronic
communi cati on
Witing 8. (1) Wuere information is required by |aw
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either to be in witing or is described as
being witten, such requirenent or description
is net by an electronic communication if the
i nformation cont ai ned in t he el ectronic
communi cation is accessible to, and is capable
of retention by, the intended recipient.

Subsection (1) shall apply whether the
requirenent for the information to be in
witing is in the formof an obligation or the
| aw provides consequences if it is not in
writing.

(1) Were information is required by law to be

del i vered, dispatched, given or sent to, or to
be served on, a person, that requirenent is
met by doing so in the form of an electronic
record provided that the originator of the
el ectronic record states that the receipt of
the electronic record is to be acknow edged
and the addressee has acknow edged its
receipt.

Subsection (1) applies whether the requirenent
for delivery, dispatch, giving, sending or
serving is in the formof an obligation or the
| aw provides consequences for the information
not being delivered, dispatched, given, sent
or served.

(1) Wiere information is required by law to be
presented or retained in its original form
that requirement is nmet Dby an electronic
comuni cation if —

there exists a reliable assurance as to the

integrity of the information fromthe tinme it
was first generated in its final form as an
el ectroni ¢ communi cati on or otherw se; and
where it is required that information be
presented, that information 1is capable of
being accurately represented to the person to
whomit is to be presented.

Subsection (1) shall apply whether the
requi r enent for t he i nformation to be
presented or retained in its original formis
in the form of an obligation or the |aw
provi des consequences if it is not presented
or retained in its original form
For the purposes of subsection (1)(a) -
the <criterion for assessing integrity is
whet her the information has renmained conplete
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and unaltered, apart from the addition of any
endor senment and any change which arises in the
normal course of comrunication, storage and
di splay; and

(b) the standard of reliability required is to be
assessed in the light of the purpose for which
the information was generated and all the
rel evant circunstances.

11. (1) \Were certain docunents, records or
information are required by law to be
retained, that requirenent is net by retaining
el ectronic comunications iif the followng
conditions are satisfied -

(a) the information contained in the electronic
communi cation is accessible so as to be usable
for subsequent reference;

(b) the electronic comrunication is retained in
the format in which it was generated, sent or
received, or in a format which can be
denonstrated to represent accurately the
i nformati on generated, sent or received; and

(c) any i nformation t hat enabl es t he
identification of the origin and destination
of an electronic comunication and the date
and tinme when it was sent or received is
ret ai ned.

(2) An obligation to retain docunents, records or
information in accordance with subsection (1)
shall not extend to any information the sole
purpose of which is to enable the nessage to
be sent or received.

(3) A person may satisfy the requirenent referred
to in subsection (1) by using the services of
any other person, if the conditions set out in
subsection (1)(a), (b) and (c) are net.

(4) Nothing in this section shall preclude any
public body from specifying additional
requi renents for the retention of electronic
communi cations that are subject to the
jurisdiction of such public body.

12. (1) In any l|legal proceedings, nothing in the
rules of evidence shall apply so as to deny
t he adm ssibility of an el ectronic
communi cation in evidence solely on the
ground that of it is in electronic form

(2) Information in the form of an electronic
communi cation will be given due evidential
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wei ght and in assessing the evidential weight
of an electronic communication, regard shal
be had to —

(a) the reliability of the manner in which the
el ectronic communi cati on was gener at ed,
stored or transmtted;

(b) the reliability of the manner in which the
integrity of the information was mai nt ai ned;

(c) the manner in which the originator was
identified; and

(d) any other relevant factor.

(3) This section shall not affect the application
of sections XX and XX of the Evidence Act
(???) (which relates to the adm ssibility of
docunent s produced by conputers).

PART |11
COVMMUNI CATI ON OF ELECTRONI C RECORDS

Formati on and 13. In the context of formation of contracts,

validity of unl ess otherwi se agreed by the parties, an

contracts offer and the acceptance of an offer may be
expressed by nmeans of el ectronic
conmmuni cati ons.

Attribution of 14. (1) An electronic communication is attributable

el ectronic to a person if the electronic comunication

communi cat i ons resulted from the action of the person

acting in person, by his agent, or by his
el ectroni c agent devi ce.

(2) Attribution may be proven in any nmanner,
including by showing the efficacy of any
security procedure applied to determne the
person to whom the electronic comunication
was attributabl e.

(3) An addressee is not entitled to regard the
el ectronic conmunication received as being
what the originator intended to send where
the addressee knew or ought reasonably to
have known, had he exercised reasonable care
or used an agreed procedure, that the
transm ssion resulted in any error in the
el ectroni ¢ comuni cati on as received.

(4) Nothing in this section affects the law of
agency or the law on the formation of
contracts.

Acknow edgenent 15. (1) Wiere the originator of an electronic
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communi cation has stated that the electronic
communi cation is conditional upon receipt of
an acknow edgenent -

the electronic communication is to be -
treated as though it had never been sent
until the acknow edgenent is received;

if there 1s no agreenment between the
originator and the addressee as to the
parti cul ar form or met hod of t he
acknow edgenent to be given, the addressee
may give an acknow edgenent by any neans of
communi cation automated or otherwi se or by
any conduct that is reasonably sufficient to
i ndi cate to t he ori gi nat or t hat t he
el ectroni ¢ comuni cati on has been received.
VWere the originator indicates that recei pt
of an electronic communication is required to
be acknow edged but has not stated that the
el ectronic communication is conditional on
receipt of the acknow edgenent, and the
acknow edgenent has not been received by the
originator wthin the tinme specified or
agreed or, if no tinme has been specified or
agr eed, wthin a reasonable tineg, t he
originator —
may give notice to the addressee stating that
no acknow edgenent has been received and
specifying a reasonable tinme by which the
acknow edgenent nust be received; and
if the acknowl edgenent is not received within
the tinme specified in paragraph (a), my,
upon notice to the addressee, treat the
el ectronic comunication as though it had
never been sent or exercise any other rights
the originator may have.

Where the received acknow edgenent states
that the related el ectronic comruni cati on net
techni cal requirenents, either agreed upon or
set forth in applicable standards, it is
presunmed that those requirenents have been
net .
Except in so far as it relates to the sending
or receipt of the electronic record, this
section is not intended to deal wth the
| egal consequences that may flow either from
that electronic comrunication or from the
acknow edgenent of its receipt.
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(1) Subject to subsection 3, the dispatch of
an electronic comunication occurs when it
enters an information processing system
outside the control of the originator.

Subj ect to subsection 3, the tinme of receipt
of an electronic comunication is determ ned
as follows —

where the addressee has designated an
i nformati on processing system for the purpose
of recei vi ng el ectronic conmmuni cat i ons,
recei pt occurs —

(1) at the time when the electronic comunication

(i)

(b)

enters the designated information processing

system or

if the electronic communication is sent to an
i nformation pr ocessi ng system of t he
addressee that IS not the designated

information processing system at the tine
when the electronic comunication cones to
the attention of the addressee;

where the addressee has not designated an
information processing system receipt is
deened to have occurred on the earlier
happeni ng of -

(1) the time at which the electronic comrunication

(i)
(3)

enters an information processing system of
t he addressee; or

otherwise cones to the attention of the
addr essee.
Subsection (2) shall apply notw thstanding
t hat t he pl ace where the i nformation
processing systemis located may be different
from the pl ace wher e t he el ectronic
communi cation is deenmed to be received under
subsection (4).

(4) Unless otherw se agreed between the originator

and t he addr essee, an el ectronic
communi cation is deenmed to be dispatched at
the place where the originator has his place
of business, and is deened to be received at
the place where the addressee has his place
of busi ness.

(5) For the purposes of subsection (4) -

(a)

if the originator or the addressee has nore
than one place of business, the place of
business is that which has the closest

DRAFT 5/04/05 10



Liability of
i nternmedi ari es

Draft E-Commerce Bill 2005

relationship to the transaction to which the
el ectronic communication relates or, where
there is no such transaction, the place of
business is presunmed to be the principal
pl ace of business; or

(b) if the originator or the addressee does not
have a place of business, it is presuned to
be where the originator or the addressee
ordinarily resides.

PART |V
| NTERMEDI ARI ES AND E- COMVERCE
SERVI CE PROVI DERS

17. (1) An internmediary shall not be subject to

any civil or crimnal liability in respect
of third-party information contained in an
el ectronic communi cation for which such

internediary is only providing access and he

(a) has no actual know edge that the information

gives rise to civil or crimnal liability;

(b) is not aware of any facts or circunstances
from which the Ilikelihood of «civil or
crim nal l[tability in respect of t he
informati on ought reasonably to have been
known; or

(c) follows the procedure set out in section 21 if
the internediary -

(1) acquires know edge that the information gives
rise to civil or crimnal liability; or

(1i) becones aware of facts or circunstances from
which the Ilikelihood of civil or crimnal
l[itability in respect of the information
ought reasonably to have been known.

(2) An internediary shall not be required to
monitor any information contained in an
el ectroni c communi cation in respect of which
the internediary provides services in order
to establish knowl edge of, or to becone

aware  of, facts or circunstances to
determ ne whether or not the information
gives rise to civil or crimnal liability.
(3) Nothing in this section shall relieve an
internediary from conplying with any court
order, i njunction, wit, M ni steri al
di rection, regul atory requirenent, or
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contractual obligation in respect of an
el ectroni ¢ comuni cati on.

(4) For the purposes of this section -

“provides access”, in relation to third-party
i nformati on, nmeans t he provi si on of t he
necessary technical neans by which third-party
information may be accessed and includes the
automatic and tenporary storage of the third-
party information for the purpose of providing
access;

“third-party information” neans information of
which the internediary is not the originator.

18. (1) If an internediary has actual know edge
that the information in an electronic
communi cation gives rise to civil or
crimnal liability, as soon as practicable
thereafter the internediary shall -

(a) renmove the information from any information
processing system wthin the information
internediary’s control and cease to provide
or offer to provide services in respect of
that information; and

(b) notify the police of the relevant facts and of
the identity of the person for whom the
intermediary was supplying services in
respect of the information, if the identity
of that person is known to the internediary.

(2) If an internediary is aware of facts or
ci rcunstances from which the |ikelihood of
civil or crimnal liability in respect of
t he i nformation in an el ectronic
communi cati on ought reasonably to have been
known, as soon as practicable thereafter the
internediary shall -

a) follow the relevant procedure set out in any
code of conduct that is applicable to such
i nternmedi ary under section 19; or

(b) notify the police and the Mnister.

(3) Upon being notified 1in respect of any
informati on under subsecti on (2), t he
M nister may direct the internediary to —

(a) renove the electronic comunication from any
information processing system wthin the
control of the internediary; and

(b) cease to provide services to the person to
whom the internmediary was suppl yi ng services
in respect of that electronic comrunication.
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(4) An internediary shall not be |iable, whether
in contract, tort, under statute or pursuant
to any other right, to any person, including
any person on whose behalf the internediary
provi des services in respect of information
in an electronic communication, for any
action the internediary takes in good faith
in exercise of the powers conferred by, or
as directed by the Mnister under, this

secti on.
Codes of conduct 19. (1) If a code of conduct is approved or a
and standards for standard is appointed by the Mnister under
internmedi ari es this section to apply to internediaries or
and e-comerce e-commerce service providers, those -
service providers internedi ari es or e- comer ce service

providers shall conply with such code of
conduct or standard.

(2) An internediary or e-commerce service provider
who fails to conply with an approved code of
conduct or appointed standard, shall in the
first instance be given a witten warning by
the Mnister and the Mnister may direct
that person to cease and desi st or otherw se
to correct his practices, and, if that
person fails to do so wthin such period as
may be specified in the direction, he
coonmits an offence and shall be liable on
summary conviction to a fine not exceeding
XXXX dollars and if the offence is a
continuing one to a further fine of XXXX
dollars for each day the of fence conti nues.

(3) If the Mnister is satisfied that a body or
organi zation represents internedi aries or e-
comerce service providers, the Mnister
may, by notice given to the body or
or gani zati on, request t he body or
organi zation to -

(a) develop a code of conduct that applies to
i nternediaries or e- comer ce service
providers and that deals with one or nore
specified matters relating to the provision
of services by those internediaries or e-
commerce service providers; and

(b) provide a copy of that code of conduct to the
Mnister wthin such tine as nmy Dbe
specified in the request.

(4) If the Mnister is satisfied with the code of
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conduct provided under subsection (3), the
M ni ster shall approve the code of conduct
by notice published in the Gazette and
t hereupon the code of conduct will apply to
internedi ari es or e- comrer ce service
providers as the case my be, as nmay be
specified in the notice.

If the Mnister is satisfied that -
no body or organi zati on represents
internediari es or e- comer ce service
provi ders; or

a body or organization to which notice is
gi ven under subsection (3) has not conplied
with the request of the Mnister under that
subsection, the Mnister my, by notice
published in the Gazette, appoint a standard
that applies to internediaries or e-conmerce
servi ce providers.

If the Mnister has approved a code of conduct
or appointed a standard that applies to
i nternedi ari es or e- comer ce service
provi ders and -

the Mnister receives notice from a body or
organi zation representing internediaries or
e-comerce service providers of proposals to
amend the code of conduct or standard; or

the Mnister no |onger considers that the code
of conduct or standard is appropriate, the
Mnister may, by notice published in the
Gazette, revoke or anend any existing code
of conduct or standard.

References in this section to internediaries
or e-commerce service providers include
reference to a particul ar cl ass of
internmedi ary or e-conmerce service provider

PART V
E- COMMVERCE ADVI SORY BQARD

(1) There shall be a board to be known as the
“E- Commerce Advisory Board” for the purpose
of providing advice to the Mnister on
matters connected with the discharge of his
functions under this Act and the devel opnent
of e-commerce and the information and
communi cati ons technol ogy sector generally.
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(2) The Mnister shall appoint the nenbers of the
Board by notice published in the Gazette.

(3) The Board shall consist of not |ess than five
or more than nine persons appearing to the
M ni st er to be know edgeabl e about
el ectronic commerce, information technol ogy,
communi cations, finance education, Ilaw or
i nternational business.

(4) The Mnister shall designate one of the
persons appointed a nenber under subsection
(2) to be the chairman of the Board.

(5) The Board shall determne its own procedure.

) The persons appointed under subsection (2)
shall hold office for such period and on
such ternms as my be determned by the
M ni ster.

(7) The function of the Board is to advise the
M nister on any matter referred to it by the
Mnister or which, of its own initiative,
the Board consi ders appropriate.

PART Vi
DATA PROTECTI ON

Dat a protection 21. (1) The Mnister may make regul ations
prescri bing standards for the processing of
personal data whether or not the personal
data originated within Guyana.

(2) Regulations made wunder subsection (1) may
provi de for -

(a) the protection of privacy;

(b) the voluntary registration and de-registration
to those standards by data controllers and
data processors;

(c) the establishnent of a register that 1is
avai l able for public inspection show ng
particulars of data controllers and data
processors who have registered or de-
registered to those standards and the dates
of such registrations or de-registration and
the ~countries in respect of which the
regi stration or de-registration applies;

(d) the application of those standards to the
countries specified in the regul ati ons;

(e) different standards to be applied in respect
of personal data originating from different
countries; and
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(f) such matters as may be necessary or conveni ent

(3)

Equal treatnent 22.
of signatures

Conpliance with a 23.
requi renent for a
si gnature

for giving effect to this Part or for its
adm ni strati on.

A data controller or data processor who
voluntarily regi sters to a st andar ds
prescri bed in regul ations made under
subsection (1) and who fails to conply with
that standard, as it may be anmended fromtinme
to time, in respect of any personal data
originating from a country to which the
standard applies that is collected by the
data controller during the period of
registration, including any time after de-
registration is gquilty of an offence and is
liable on summary conviction to a fine not
exceedi ng XXXX dollars, and if the offence of
which he is convicted is continued after
conviction he commts a further offence and
is liable to a fine not exceeding XXXX
dollars for every day on which the offence is
cont i nued.

PART VI |
ELECTRONI C SI GNATURES

Nothing in this Law, except section 5, shal

be applied so as to exclude, restrict, or
deprive of legal effect, any nethod of
creating an el ectronic si gnature t hat
satisfies the requirenents referred to in
Section 23, paragraph 1, or otherw se neets
the requirenments of an applicable statutory
provision, rule of law, contract or deed.

(1) Wiere the signature of a person is
required by a statutory provision, rule of
| aw, contract or deed, that requirenent shal
be met in relation to an electronic record if
an electronic signature is used that is as
reliable as was appropriate for the purpose
for which the electronic record was generated
or communicated, in all the circunstances,
i ncludi ng any rel evant agreenents.

(2) Subsection (1) applies whether the requirenent

for a signature is in the form of an
obligation or the statutory provision, rule
of | aw, contract or deed provi des
consequences for the absence of a signature.
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(3) An electronic signature shall be reliable for
the purpose of satisfying the requirenent
referred to in paragraph (1) if -

(a) the neans of creating the electronic signature
is, wthin the context in which it is used,
linked to the signatory and to no other
per son;

(b) the nmeans of creating the electronic signature
was, at the time of signing, under the
control of the signatory and of no other

per son;
(c) any alteration to the electronic signature,
made after the time of si gni ng, IS

det ect abl e; and

(d) where a purpose of the legal requirenent for a
signature is to provide assurance as to the
integrity of the information to which it
rel ates, any alteration made to that
information after the tinme of signing is
det ect abl e.

(4) Sub-section (3) does not |imt the ability of
any person -

(a) to establish in any other way, for the purpose
of satisfying the requirenent referred to in
sub-section (1), the reliability of an
el ectronic signature; or

(b) to adduce evidence of the non-reliability of
an el ectronic signature.

24. (1) The M ni ster may make regul ations
prescri bi ng met hods whi ch satisfy t he
requi renents of Section 23.

(2) Any determ nation made under paragraph 1 shal
be <consistent wth recognised international
st andar ds

(3) Nothing in this article affects the operation
of the rules of private international |aw

25. Were signature creation data can be used to
create a signature that has |egal effect,
each signatory shall -

(a) exercise reasonable care to avoid unauthorized
use of its signature creation data;

(b) without under delay, notify any person who may
reasonably be expected by the signatory to
rely on or to provide services in support of
the electronic signature if -

(1) the signatory knows that the signature

DRAFT 5/04/05 17



Conduct of the
certification
service provider

Draft E-Commerce Bill 2005

creation data has been conprom sed; or

(i1) the circunstances known to the signatory give
rise to a substantial risk that the signature
creation data may have been conprom sed; and

(c) where a certificate is used to support the
el ectronic signature, exerci se reasonable
care to ensure that the accuracy and
conpl eteness of all material representation
made by the signatory, which are relevant to
the certificate throughout its lifecycle, or
which are to be included in the certificate.

26. (1) Where a certification service provider
provides services to support an electronic
signature that may be used for |egal effect
as a signature, that provider shall-

(a) act in accordance with the representation it
makes wth respect to its policies and

practi ces;
(b) exercise reasonable <care to ensure the
accuracy and conpleteness of all material

representation nmade by it -

(1) t hat are relevant to the certificate
t hroughout its life cycle; or

(1i) which are included in the certificate

(c) provide reasonably accessible neans which
enabl e a person who relies on the certificate
to ascertain fromthe certificate -

(1) the identity of +the certification service
provi der;

(1i) that the signatory had control of the
signature «creation data at the tinme of
si gni ng;

(ti1) that the signature creation data was valid
at or before the date when the certificate
was i ssued;

(d) provide reasonably accessible neans which
enabl e a person who relies on the certificate
to ascertain, where rel evant, from the
certificate or otherw se -

(i) the nmethod used to identify the signatory;

(i) any limtation on the purpose or value for
which the signature creation data of the
certificate may be used;

(ti1) that the signature creation data is valid
and have not been conprom sed;

(tv) any limtation on the scope or extent of
ltability stipulated by the certification
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service provider

(v) whether nmeans exist for the signatory to give
notice that a signature creation data has
been conprom sed; and

(vi) whether a tinely revocation service is
of fered;

(e) provide a neans for the signatory to give
notice that signature creation data has been
conprom sed and ensure the availability of a
tinmely revocation service; and

(f) wutilize trustworthy systens, procedures, and
human resources in performng its services.

(2) A certification service provider shall be
liable for its failure to satisfy the
requi renents of subsection (1)

27. The Mnister may nake regul ations prescribing
the factors to which regard shall be had in
determ ning whether, and the extent to which,
systens, procedures, and human resources are
trustworthy for the purposes of section
26(1)(f). Regard may be had to the followng

factors:

(a) Fi nanci al and human resources, including
exi stence of assets;

(b) Quality of har dwar e and sof t war e
syst ens;

(c) Procedur es for processi ng of
certificates and appl i cations for
certificates and retention of records;

(d) Avai lability of i nformation to

signatories identified in certificates and to
potential relying parties;

(e) Regularity and extent of audit by an
i ndependent body;

(1) The existence of a declaration by the
State, an accreditation body or t he

certification service provi der regar di ng
conpl i ance wth or exi stence of t he
f oregoi ng; or

(9) Any ot her relevant factor.

28. A person relying on an electronic signature
shall bear the |Iegal consequences of his
failure to -

(a) t ake reasonabl e st eps to verify t he
reliability of an electronic signature; or
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(b) where an electronic signature is supported by

a certificate, take reasonable steps to -

(1) verify the validity, suspension or revocation

(i)

29.

(a)

(b)
(2)

(3)

(4)

(5)

30.

of the certificate; or

observe any limtation with respect to the

certificate.

(1) I'n determ ning whether, or to what extent,
a certificate or an electronic signature is
legally effective, no regard shall be had:

To the geogr aphi c | ocation where the
certificate 1is issued or the electronic
signature created or used; or
To the geographic location of the place of
busi ness of the issuer or signatory.

A certificate issued outside Guyana shall have

the sane |egal effect in GCGuyana as a
certificate issued in CGuyana if it offers a
substantially equi val ent | evel of
reliability.

An electronic signature <created or used
outside GGuyana shall have the sane |ega

effect in Guyana as an electronic signature
created or wused in CGuyana if it offers a
substantial ly equi val ent | evel of
reliability.
In determning whether a certificate or an
el ectronic signature offers a substantially
equi val ent | evel of reliability for the
pur poses of paragraph 2 or 3, regard shall be
had to recognized international standards and
any other relevant factors.
Where, notw thstandi ng paragraphs 2, 3 and 4,
parties agree, as between thenselves, to the
use of certain types of electronic signatures

or certificates, that agreenent shall be
recogni zed as sufficient for the purposes of
Cross- border recognition, unl ess t hat

agreenent would not be wvalid or effective

under applicable |aw

(1) References in this Part to the provision
of a certification service do not include
references to the supply of, or of any right

to use, conputer software or  conputer
hardware unless the supply or the right to
use is integral to the provision of

certification services which do not consist
of such a supply or right to use.
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For the purpose of this Part certification
service providers are provided in CQGuyana if
they are provided from prem ses in Guyana and

they are provided to a person who is in Guyana
when he makes use of the services; or

they are provided to a person who nmakes use of
the services for the purposes of a business
carried on in GQuyana or from premses in
Guyana.

(1) Certification service providers may, at
the request of a particular signatory,
indicate in the relevant certificate a
pseudonym i nstead the signatory’s nane.

VWere a pseudonym is indicated in accordance
with subsection (1), the certification
service provider shall, where necessary for
the investigation by the police of an offence
involving the use of electronic signatures,
or where otherwise required by law to do so
transfer to the police all personal data
relating to the signatory that is in his
possessi on.

Were personal data is transferred pursuant to
subsection (2), the «certification service
provi der shall nmake a record of the transfer.
The Mnister my by regulations prescribe
information that 1is to be provided in
addition to the personal data that is to be
transferred under subsection (2).

Where information or a signature, docunent or
record is required by a statutory provision
or rule of law, or by contract or deed to be
notari sed, acknow edged, verified, or mde
under oat h, the requirenent shal | be
satisfied if, in relation to an electronic
signature, electronic document or electronic
record, the electronic signature of the
person authorised to perform those acts,
together wwth all other information required
to be included by other applicable law, is
attached to or logically associated with the
el ectronic signature, electronic docunent or
el ectroni c record.

PART VI 1|
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GENERAL

33. (1) Where a body corporate conmts an offence

under this Act or regul ati ons made
hereunder, every person who at the tine of
the commssion of the offence was a
director, officer, general manager, chief
executive officer, managing director of the
corporation, or a person purporting to act
in any such capacity conmts the Iike
of fence unl ess he proves t hat t he
contravention took place w thout his consent
or that he exercised all due diligence to
prevent the comm ssion of the offence.

(2) Unless otherwi se expressly provided for under
this Act and regulations nmade pursuant
thereto, the penalty for conviction of an
of fence under this Act shall be -

(a) on sunmary conviction, to a fine not exceeding
XXXX dollars or to inprisonment for twelve
nmont hs, or to both;

(b) on conviction on information, to a fine not
exceeding XXXX dollars or to inprisonnent
for ten years, or to both

34. (1) The governing authority may make
regul ations -

(a) for the purpose of authorising, prohibiting or
regul ating the use of the .gy domain nane or
any successor domai n nane for Guyana;

(b) prescri bi ng for t he pur poses of t he
registration of the .gy domain nanme or any
successor domai n nanme for Cuyana-

(1) designated registration authorities,

(i) the formof registration,

(ti1) the period when registration stays in force,

(tv) the manner, the ternms and the period for
renewal of registration,

(v) the circunstances and manner in which
registration may be granted, renewed or
refused by the registration authorities,

(vi) the appeal process,

(vii) the fees to be paid on the grant or renewal
of registration and the tinme and manner they
are to be paid; and

(viii) such ot her matters relating to the
regi stration of domai n nanes;

(c) generally for the better carrying out of the
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provi sions of this Act.
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